V) GeoDem Al
W Guidelines for Al ethics in Geo-Education

To ensure responsible and ethical Al integration in geography education,
educators should consider prioritising student privacy, data security,

and fairness. Their teaching should fFoster critical thinking and Al literacy,
acknowledging the potential for bias and misinformation.

As Al becomes increasingly integrated into geography education, it is
important to ensure its ethical, responsible and effective use in education.
These guidelines introduce ethical issues and provide some recommendations
to guide educators in utilising Al-driven geoinformation responsibly

and effectively.

Ethical Issues concerning Al in Geoinformation

Data Privacy & Protection: Al applications in geoinformation should

adhere to data protection laws (e.g., GDPR). Sensitive geospatial data, including
personal and location-based information, must be handled with care to prevent
misuse, or unauthorized access.

Bias & Fairness: Al models and datasets used in geography teaching should
represent diverse perspectives to avoid geographic, demographic, or socio-
economic biases in maps, predictions and planning. Geography teachers should
encourage critical evaluation of data sources, assumptions, and how bias may
influence maps, predictions, and

decision-making.

Transparency & Explainability: Al systems should explain how data is
processed to provide clear and interpretable results, ensuring students understand
the methodology behind Al decisions and include citations and references to real-
world data sources to promote transparency and credibility.



Environmental Responsibility: Al should be used to enhance students’
understanding of environmental challenges. Al-based activities should encourage
sustainable practises for example in monitoring the environmental processes
and hazards such as deforestation, climate change, or pollution. Al use should

be understood in terms of its own environmental impacts such as the need of
adopting low-impact practices (energy efficient computing, or

eco-friendly data storage).

Accountability & Human Oversight: There should be clear policies on the
responsible use of Al in education. Al-generated outputs should always involve
human validation to prevent misinformation, incorrect predictions, or potential
misinterpretation of spatial patterns. Teachers should emphasize the limitations of
Al and cultivate students’ ability to question automated results.

Accessibility & Inclusivity: The use of open access and low-cost tools should be
prioritised to prevent digital inequality. Al tools and related educational resources
should be user-friendly and accessible to all, including those from diverse
backgrounds, promoting wider adoption and understanding of geoinformation.

Ethical Use of Al-Generated Maps: Al-generated maps should not be used to
distort geographic reality. Students should be taught to recognize potential risks
of manipulation, such as deepfake geography, and ensure Al-generated maps
are used responsibly. Ethical standards should be integrated into map-making
exercises, including proper attribution and critical map reading.

Al-assisted geospatial storytelling: Geospatial storytelling supported

by Al tools should maintain ethical reporting standards and avoid misleading
representations of places, people and geographic events. Students should be
trained to verify sources and respect the privacy and dignity of people and places
depicted in their projects.

Collaboration & Open Data: Encourage collaborative geography projects to
address real-world problems. Ensure sharing of open geospatial data to improve
Al's effectiveness, while respecting data ownership and intellectual property
rights. Students should learn the value of open science, peer feedback, and
transparent research practices.



Recommendations for the use of geoinformation
in education

1. Privacy and Data Security

Data Protection: In compliance with data protection laws, establish clear protocols
for collecting, storing, and using data, ensuring anonymity and confidentiality.
Data Security: Implement robust security measures to protect sensitive data, such
as personal location, from unauthorised access or misuse.

Informed Consent: Obtain informed consent from students and parents regarding
the use of Al technologies and data collection practices.

2. Fairness and Non-Discrimination:

Bias Mitigation: Be aware of potential biases in datasets / Al algorithms,
take steps to mitigate them with bias detection techniques where suitable.
Inclusivity: Ensure Al tools and resources are accessible and inclusive

for all students, regardless of background or ability.

Justice and Fairness: Avoid discrimination or reinforcing inequalities

in the use of Al.

3. Transparency and Explainability:

Al Literacy: Educate students and educators about Al, its capabilities,
reliability, limitations, and potential ethical implications.

Transparency in Al Systems: Strive for transparency in how Al systems work,
making it easier to understand decisions and outputs.

Explainability: Ensure Al models have clear and interpretable outputs,
allowing users to understand how conclusions are reached.

4. Accountability and Responsibility:

Accountability: Establish clear responsibility For Al use in teaching/learning
and ensure oversight of outcomes.

Critical Engagement: Encourage critical engagement of students with

Al systems, to question their results rather than blindly accepting outputs.
Academic Integrity: Address issues of plagiarism and over-reliance on Al,
promote original thought and critical thinking in learning

5. Al and Confidentiality:

Data Privacy: Be aware of privacy implications of using Al, especially when
dealing with sensitive geographic data that may reveal personal information
or misinformation.

Anonymity and Confidentiality: Ensure any data is anonymised and kept
confidential, protecting privacy.



6. Sourcing with Integrity:

Accurate Information: Ensure Al tools provide accurate and reliable
information, avoiding the spread of misinformation or biased content.
Critical Evaluation: Teach students to critically evaluate information
generated by Al, recognising its potential limitations and biases.

Teaching and learning ethical issues of Al in Geography

In Geography, students should learn how Al technologies influence the collection,
analysis and use of geographic information, as well as in decision-making.

The consequences of using Al applications in mapping, planning, and

modelling should be examined.

The following issues should be addressed:
Al literacy Students should understand how Al can be used to help generate
geographic insights.

Geographical Enquiry Students should be encouraged to explore and question Al-
generated maps, models and spatial analyses, rather than accept them uncritically.

Critical thinking Students should be trained to critically assess Al-generated
geographic content and identify potential inaccuracies or manipulation, and
validate results using multiple sources.

Understanding implications Students should learn how the use of Al can impact on
mapping, decision-making, and social justice and reflect on its broader societal and
environmental impacts.

Being aware of Al limitations Students should be able to recognise the limitations
of Al and its predictions and avoid an over-reliance on automated outputs,
historical bias and lack of contextual understanding.

Alternative reality Students should learn about bias in the use of Al in Geography
and how geographic data and algorithms can sometimes misrepresent reality, for
example in promoting stereotypes about regions and populations.

Responsible data use Students should understand the importance of responsible
geospatial data use, including privacy, consent, anonymisation, and respecting
cultural and local knowledge.

Geographic decision-making Students should recognise the important role of
human judgment in Al decision-making.



